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The general perception that practice does not necessarily correspond
with theory, e.g. “though theory states X, in practice Y occurs”. This
leaves both academics out of touch with reality and practitioners
without a solid theoretical background.

Consultancy is by nature often theory based. A good example of this
is reliability engineering. Risk is difficult to visualise and many times
can only be explained by using examples or metaphors. Again, there
are those who experience the downfalls of lack of reliability (e.g. data
centre facility managers) and those who develop theoretical models
without setting foot on site.

A holistic risk model is proposed that attempts to address the above
issues, with the integration of the theoretical aspects of design with
the practical aspects of on-site support. The model consists of four
areas, which are linked to the different learning stages of Kolb’s
learning cycle:

- Risk Analysis (Reflection)

- Design (Theoretical Analysis)

- Integrated Systems Testing (Practical Applications)

- Operations Engineering (Concrete Experience)

The above is carried out and enabled with facilitated workshops to
resolve complex technical situations related to maintenance integrated
systems tests and chilled water systems. However, this approach is
applicable to many other cases and systems.

INTRODUCTION

In current business practices, there is a tendency to divide, segregate and specialise
combined with the concept that “you can only control what you measure” which is
driven by the assumption of performance benefits.



However, interestingly the market value of companies on the stock exchange is
seldom even close to the value (a cost) provided by accountants of assets on the
balance sheet. The main contributors to these differences are the intangible assets,
which are normally not reflected in the accounts, though the market takes due
cognition of them. These intangible assets are typically research and development,
intrinsic knowledge, brand and goodwiill.

A company’s mission states the reason why it exists, hence the term “Mission
Statement”. A Mission Critical Facility is an important enabler for the company to
carry out its prime functions.

Mission critical facilities are those that are essential to support the prime function of
the organisation and are normally based on critical information technology (IT)
systems and applications. For a financial institution these would include business
functions such as funding, clearance & settlement, dealing and regulatory
compliance, amongst others.

Examples of mechanical and electrical systems that support critical IT systems are
given in the following table.

SYSTEM | OBJECTIVE | EXAMPLES REQUIREMENT
Risk analysis of design (plant,
system redundancy, concurrent
maintainability)
Support the - BMS/EMS Commissioning Risk Analysis
prime - UPS (SPOF), Certification & IST
Mission function of — Generators Review emergency operating
Critical institution — Cooling procedures
Interfaces of:
Comply with | — Fire Alarm
Life Statutory — Smoke Exhaust
Safety safety — Life Safety Commissioning Risk Analysis
Interface | regulations generators (SPOF), Certification & IST
Provide — Offices HVAC
Non general — Kitchens
Critical support — Health Club Commissioning

Table 1: Mission Critical Systems in Building Services

Although all systems are at risk, only some of these have the potential to disrupt
business. These systems are referred to as ‘mission critical’ and are the main focus
of this paper.

A business paradigm shift is taking place whereby the traditional values of land,
property, workforce and capital are substituted by intrinsic assets such as core
competencies, intrinsic knowledge, knowledge management, empowerment, etc.
Even more intangible are the risks associated with these current business modes
where the impact of downtime is wide ranging. Business downtime includes
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intangible losses (i.e. difficult to measure, like risk) such as goodwill, reputation,

marketing presence, etc.

Examples of the impact of mission critical facilities downtime are provided in the

following table.

Company

Daily

New York Stock Exchange

$42bn Transactions

Fidelity Investment

$8bn Transactions

American Online

$34m Revenue

Federal Aviation Administration

120,000 Flights

UPS

13.3m Deliveries

Table 2: The Impact of Downtime

Though risk is intangible by nature, once a client has experienced a loss, risk
becomes intensely tangible and normally related to loss of career prospects.

Risk is related to both the likelihood of a particular failure and the severity to business
of that particular failure:

Risk £ = FailureRate failures - SeverityF _£ [1]
year year failure

The above equation is appropriate for data centres whereby the number of failures is
critical. However, for telephone switch sites, downtime is a more appropriate
measure for the business. Risk can also be expressed in terms of the probability of
unavailability and its severity:

Risk(ij - Unavailability(mJ . SeverityU (ij 2]
year

year min

Both the above equations can be combined into a single equation which sums all the
individual risks using equations [1] and [2].

A survey of causes of mission critical facilities is detailed in the table below (Greco
2005).
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Commissioning or
Test Deficiency
_ 4%
System Design Equipment Design
20% 13%

Natural Disaster

3%
Maintenance
Owersight
4%
Installation Error J Equipment Failure
10% 28%
Human Error
18%

Figure 1: Causes of Critical Failures

What is clear from the above list is that the causes are a combination of plant failures
with an even higher percentage of preventable human error. The latter is strongly
related to lack of communication, motivation, conflict, false assumptions, lack of
interfaces between disciplines and a segregated rather holistic approach to
engineering..

Within building services, many designers would benefit from greater involvement and
/ or knowledge of site practical issues. Many site resident engineers would also
benefit from more theoretical knowledge. However, in practice all companies are
limited by commercial pressures to provide holistic training (in practical and
theoretical fields).

Ideally, companies that can take a more holistic approach will benefit as their staff will
see both the theoretical and practical aspects, which considerably contribute to their
intrinsic knowledge and motivation and bring down barriers between different parties.
In this case, the practical and theoretical experience of consultants and contractors
should be carefully reviewed for appointments and recruiting.

The overriding problem is that there is a lack of communication between these
aspects. Kolb (1984) has addressed this as part of his continuous learning cycle
which has the following stages: reflection, theoretical analysis, practical applications
and concrete experience. This type of learning is exploited by part-time courses
where practice at work (practical applications and concrete experience) is combined
in sequence with academic studies (reflection, theoretical analysis) for the benefit of
the learner.
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Figure 2: Learning Cycle (Kolb)

This paper will develop the relationships between business, learning and risk, in the
context of mission critical facilities.

BUSINESS

The balanced scorecard has been considered as a tool for an integrated approach to
understanding performance in business (Kaplan & Norton 1998). Although its main
objective is for developing corporate strategy, it has conditional use for managing
control and operations performance, and serves as a basic knowledge management
tool. It's underlying message is that if staff are developed (innovation and training)
and internal processes are duly addressed, then customers will be satisfied, which in
turn will bring financial rewards. Chasing directly for financial rewards without
consideration of the other dimensions will not achieve long term results.

IPerspectives
Staff development

1

Internal processes
1
Custome
ﬁ"

Finance & business

=)

Time (now)
I .

Figure 3: Dimensions of the balanced score-card
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Another reason for investment in a learning organisation with staff development is
that staff resilience is needed to rapidly adapt to the numerous changes seen in the
business environment.

LEARNING

If the critical failures of Figure 1 are analysed in terms of their project disciplines, it is
clear that the risks could originate from lack of infrastructure reliability, design
shortfalls, inadequate commissioning / hand-over, and deficient facilities
management. Considering that a chain is as strong as its weakest link, it is important
to consider risk from a holistic perspective.

Nevertheless, due to the discipline oriented contract nature of the construction
industry, the disciplines and their risks are focussed to a degree as indicated in the
following figure.

By: FACILITIES By: CLIENT
MANAGEMENT ENGINEER
RISK /
OPERATIONS INFRASTRUCTURE
EXPERIENCE REFLECT
(KOLB'S
LEARNING
THEORY CYCLE)
PRACTICE
INSTALLATION
TESTING AND DESIGN
HANDOVER
By: CONTRACTOR By: CONSULTANT

Figure 4: Kolb’s learning cycle applied to building services

Not only does each aspect of the learning cycle broadly correspond to different
building services main disciplines, it is normally carried out by a different
organisations. Boundaries are flexible as many organisations are involved with other
disciplines. In practice, the opportunity for companies / individuals operating in one
sector to learn from their experience is minimised. This is particularly applicable to
more intrinsic knowledge (not explicit, undocumented, learnt by being there) such at
that associated with risk of mission critical facilities.
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RISK

Within a large organisation, the risk manager’'s scope of works will mainly include
financial risks such as market, foreign exchange and interest rate risks. In addition
market, environment and operational risks will be considered. Within operational
risks, IT tends to have dominant role over mission critical systems. The likelihood is
that building services mission critical facilities will not have a high risk profile.
Furthermore, it would be desirable to express risk in financial terms, like other
financials risks, as discussed in the introduction.

To keep mission critical facilities operating, they need to be reliable and resilient.
Depending on the design criteria, this can include the ability to undertake
maintenance (i.e. PPM) without downtime or loss of resilience, i.e. concurrent
maintainability.

For reliability of plant and systems, there are a number of risk assessment tools. The
following are bottom up approaches:

- Fault Mode and Effect Analysis (FMEA). See Figure below.

- Fault Mode Effect and Criticality Analysis (FMECA)

Failure Effect Compensating Comments
Provisions

Electric supplies | Lose all CRACs, Supply CRACs from

to CRACs fails | data hall overheats | different electric boards
or dual supply with ATS

Pipework in Lose IT equipment | Locate pipework or

data hall leaks CRAC:s outside hall

Chiller BMS fails | Lose chilled water | Two independent chw
system systems

Table 3: Fault Mode & Effect Analysis (FMEA)

A Fault Mode Effect and Criticality Assessment (FMECA) is similar to a FMEA but it
adds the criticality dimension of Failure- Severity- Risk. Risk to the business (E/year)
is the product of the likely failure rate (failures/year) and the severity of this failure to
the business (E/failure). By using a scoring system that is related to the order of
magnitude (power) of Failure Rate likelihood and Severity impact, Risk is expressed
as the sum of both these scores.

Log(Risk) = Log(FailureRate)+ Log(Severity) [3]

For example, if the cost of a failure were £1,000,000, and the failure rate had a MTBF
of 100 years, the Risk to the business is of £10,000/year.

In addition to the above, the following top down approaches are used:

- Fault Tree Analysis
- Reliability Block Diagram with Monte Carlo simulations
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These are computer based software packages which based on failure rate data of
system components, determine overall system availability (e.g. 99.99% available),
mean time between system failures (e.g. 200 years) or probability of failure within
certain time-frames (e.g. Pf=15% in 5 years).

Reliability Block Diagram: Monte-
Carlo Simulation

@J’emﬁhermal Inertia
Modules

@ - Time lags
-Variable failure rate

Figure 5: Reliability Block Diagram / Fault Tree Analysis Example

Though these tools are excellent for comparing and assessing designs, they do not
adequately allow for all types of risks to be considered. Whilst they model the system
architecture (i.e. standby of plant, N+1, etc), the calculations are based on the
databases of their mechanical and electrical components (failure rate and mean time
to repair). However, data for fire, security, common causes and human error (design,
installation, commissioning, hand-over, maintenance) is more subjective.

Resilience is provided by facilities staff who are capable of reinstating mission critical
facilities to their normal operation, after they have been subject to an unforeseen
outage or change of state. There are no deterministic methods to predict human
actions, there are however assessment tools that grade and qualify the risks of poor
commissioning, training, hand-over, motivation, etc, such as performance grading
studies.

Despite these preventable risks being difficult to quantify, like intangible assets, their
value (or lack of it) is perceived by the business, particularly when a risk results in a
failure event that consequently results in a tangible loss to the business. This can
be reflected in the Total Cost of Ownership concept as depicted in the following
figure.
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Figure 6: Total Cost of Ownership (Real)

A HOLISTIC APPROACH

Building services are inherently complex due to the following reasons:

1. They comprise thousands of components
2. Each facility is unique
3. Parties involved have different objectives

In addition, critical facilities are often designed with complexity to include design
resilience and features of concurrent maintainability.

These factors constitute the bulk of the preventable reasons for failure

Failures that are caused by lack of communication will can be effectively addressed
when all parties involved in a mission critical facility share an identical goal. As things
stand in industry, the situation is reversed. The parties involved have different
objectives, and given the maxim, that the primary purpose of a company is to make
money for its shareholders the following should be considered:

» Consultants are primarily interested in the design stage

» Contractors are interested in the physical build stage

» Operators are interested in the post project completion stage

Communication and participation are vital for project success. Project managers
should consider a number of issues that will need to be addressed, in a collaborative
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and non-adversarial approach. In the fullness of time it is envisaged that mission
critical facilities will be:

1. Less complex
2. Built to standard templates with standard components
3. Constructed by the firms that are ultimately also responsible for the operation

An ideal approach is to structure building services (consultants, contractors, facilities
management) so that staff members rotate from stage to stage during their working
experience, to maximise internal learning. Though difficult to achieve, the experience
of working in different environments, can provide staff involved with a competitive
advantage of in depth understanding of the client’s business and reliability needs.

From a business perspective, this requires change and adapting to new paradigms
different to the fragmented and contractual approach.

Currently there are performance grading systems (scoring system) to assess all
aspects of client’s risks (infrastructure, design, testing and operations). However,
these scoring systems are based on a “science and an art” approach and lack solid
scientific background to all of these aspects. Though system topology can be
predicted with reliability tools (e.g. fault tree analysis, Monte Carlo simulation), this is
difficult to replicate to other areas (lack of Integrated systems tests, lack of change
management, etc).

FACILITATED WORKSHOPS

Though there are many management changes possible, the authors have found that
facilitated workshops applied in the right context to significantly contribute to
improving reliability and resilience with a holistic approach. These have been applied
in the context of complicated technical problems and issues relating to the following:

- Integrated Systems Tests

- Chilled water systems re-engineering

Both of the above share the following common features of unbound problems:
Complex systems

Numerous subsystems and interfaces

High number of stakeholders

Uncertain time scales

In both cases the management approach was to develop a vision, work with a holistic
bottom up approach and to manage the transition. In particular, this involved working
with the facilities management team throughout the entire process. In many cases
workshops were facilitated where specialists vendors shared theoretical knowledge,
and facilities engineers provided practical experience feedback on operational issues.
The net result of this process was that all participants gained in knowledge
(theoretical and practical), motivation and hence made the mission critical systems
more resilient.
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Maintenance IST
A key management tool for these projects is agreement on the aims, objectives and
tasks, as described in the figure below. Given that the maintenance team were part
of the IST development, once the tests had been successfully completed, there was
unanimous agreement with all stakeholders that the objectives had been satisfied.
The objectives were:
- Steering committee to trust M&E reliability
- Train client engineering and maintenance on design reliability
- Demonstrate clients ability to operate under abnormal conditions
- Discover any ‘hidden faults’
- Prove system reliability
- Train client engineering and facilities staff in responding to disaster scenarios
- Client engineering and maintenance staff to take ownership
- Recovery process is fully documented

It is clear that these objectives would not have been satisfied, if a holistic approach to
learning (on reliability and resilience) had not taken place.

CIBSE Conf 2006 RT EYP approach to MCF FINAL.doc 11






Steering Train Client  Demonstrate Discover Prove Train Client Client eng. Recovery

o Committee eng & maint. Client’s any system eng. & maint. & maint. process is
Objectives to trust on designed ability to ‘hidden’ reliability staff in take fully
M&E reliability operate under faults \ responding ownership documented
Reliabilit (preventative) abnormal \ to disaster /
>~ condit\ion N \ scenarios /

~

AN
Progress Attend Sign off ey Prepare IST Conduct Set-up
reports workshops  (checklist) vendors documentation IST project IST report
& IST prior to are in the team
each test loop

Figure 7: Integrated Systems Tests — Aims, objectives and tasks
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Chilled Water System Workshop Facilitation

The typical problem experienced on many sites, is that the chilled water system has
not been properly commissioned, has been rushed through from installation to hand-
over and practical completion, and has never operated properly in fully automatic
mode. If a holistic approach had been taken during the project, it is likely that these
pitfalls would have been avoided. Like maintenance ISTs, there is the further problem
with live buildings of keeping all mission critical systems operational, while carrying
out remedial works / tests.

With regard to the chilled water systems, the problems were even more unbound due
to the following:

- Problem not well defined

- Unsure of solutions

- Uncertain priorities

In these cases, a series of Creative Problem Solving workshops were facilitated
(Henry and Martin 2004). Typically the creative problem solving (CPS) process is
split into four workshops attended by the relevant stakeholders as follows:

- Data finding: Workshop |
- Problem identification: Workshop II
- Solution finding: Workshop lli
- Implementation: Workshop IV

Each workshop is structured to have a diverging stage where all possible options are
considered, before converging onto the desired outcomes. A considerable amount of
preparation work is necessary, particularly regarding the workshop precepts, i.e. the
actions that encourage a positive climate of creativity (Handy 1991, Martin 2004).

The CPS techniques vary considerably from case to case, but can include rich
pictures, other peoples definitions, discussions, selections, brainstorming, reversals,
voting, Fishbone diagram, paired comparisons, prioritisation, shareholder analysis,
acceptability/feasibility matrix, help/hinder analysis, etc.

Experience with these workshops has demonstrated to the authors (and their clients)
how reliability and resilience is improved in a similar way to the IST through the
following:

- Develop short, medium and long term plans to automate the system

- Overcome the immediate shortfalls of the system

- Gain the ability to operate under abnormal conditions

- Share knowledge on any ‘hidden faults’

- Train client engineering and facilities staff in responding to disaster scenarios

- Client engineering and maintenance staff to take ownership

CONCLUSIONS
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As the use of Information Technology becomes more widespread and critical to
business, our livelihood and lives, so does the reliance on the Mission Critical
Facilities to be even more reliable and resilient.

Human Error and management is a key priority as mission critical facilities relies on
people to design, install, commission and operate them. Learning cannot be
segmented and isolated. The construction and facilities management disciplines will
be forced to embrace society’s needs. This means a holistic approach that covers all
aspects of risk: infrastructure, design, installation, commissioning and operations, as
well and theoretical and practical aspects.

Due value should be given to non-measurable assets (trust, learning, knowledge)
and many financial assumptions should be challenged.

Some practical tools to improve reliability and resilience are the use of facilitated
workshops to deal with complex problems related to maintenance integrated systems
tests and chilled water systems. The process of collaborative creative problem
solving will be a key success factor.

SYMBOLS USED

CPS = Creative Problem Solving

FailureRate = Failure rate of mission critical system (No of failures per year)
FMEA = Failure Mode and Effect Analysis

FMECA = Failure Mode Effect and Criticality Analysis
IST = Integrated Systems Tests

MTBF = Mean Time Between Failures (years)

MTTR = Mean Time To Repair (hours or years)

PPM = Planned Preventative Maintenance

Risk = Annualised risk to business (E/year)
SeverityF = Business severity of failure (£/failure)
SeverityU = Business severity of unavailability (£E/minute)
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APPENDIX A: INTEGRATED SYSTEMS TESTS (IST) NOTES

What is it

Objective: ensure business survives major problems (mains failures, etc)

The IST consists of failing mains supplies to the building and plant in different
ways / combinations to ensure that the critical systems in the building
[generators, Uninterrupted Power Supplies (UPS), critical cooling) operate in
their designed and anticipated manner]

The IST puts all critical systems to test as it requires them all to operate and
interface correctly

Requirements

All Certification / pre-IST tests Complete

Non-critical systems commissioning is not necessary (kitchen extract, meeting
room, etc)

Logistics

Significant site attendance (40-50 people)

Test sheets (1-8 tests x 10-20 stations)

Success of IST depends on thoroughness of the commissioning and
responsiveness of IST team

IST Stations

High Voltage (HV) rooms

Low Voltage (LV) Switchgear rooms

UPS, Static Switches, Power Distribution Units (PDUS)

Generators / oll

Data Centres / Dealer Floors

Chiller / pump rooms

Roof plant (critical)

Building Management System (BMS) / Facilities Management (FM) - Control
centre

Fire Command Centre

A typical test

Fail HV Mains A (and / or)

Fails HV Mains B

UPS runs on batteries

Generators start & load up

Cooling systems restart (chillers, CRACS)
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Check Life Safety Interfaces
Load shed by failing Generators
Reinstate Mains HV

Sources of Cost

Facilities Management
— Attendance to workshops
—  pre-IST tests
— Attendance to IST
Specialist Vendors (generators, UPS, etc)
— Rectify findings from pre-IST tests
— Attendance to IST
Reliability / Single Point of Failure (SPOF) Consultants fees
Compare to cost of loss of business!

Typical objectives accomplished

Business / Information Technology (IT) / Business Continuity Planning (BCP)
trust Mechanical and Electrical (M&E) Reliability

Staff training on designed reliability

Prove system reliability

Discover hidden faults (to be rectified)

Staff training in responding to disaster scenarios (list of priorities of action)
Staff take more ownership of critical systems

Recovery process if fully documented

Incipient faults & latent defects

Breakers tripping when on generators
— Different voltage
— Earth related
Generators not load sharing
Pumps / chillers / CRAC units need re-setting
— Locally
— At BMS head end
Fire systems lock out critical plant (Cooling)
False fire alarms (from generator fumes)
CRAC / Generator board fails (EPROM / batteries)

CIBSE Conf 2006 RT EYP approach to MCF FINAL.doc 18



	BUSINESS
	LEARNING
	RISK
	A HOLISTIC APPROACH
	FACILITATED WORKSHOPS
	Maintenance IST
	Chilled Water System Workshop Facilitation
	CONCLUSIONS
	What is it
	Requirements
	IST Stations
	A typical test
	Sources of Cost
	Typical objectives accomplished
	Incipient faults & latent defects

